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Functional Safety for High Levels of Automation 

0 
The driver is in 
complete and 
sole control 

1 
Automation of 

specific 
functions 

2 
Automation of 
2+ functions 
working in 

unison 

3 
Driver cede all 
control under 

certain 
conditions 

4 
Vehicle in 
control for 
entire trip 

N
H

TS
A

 v
eh

ic
le

 
au

to
m

at
io

n
 le

ve
ls

 

Driver is responsible AD system is responsible 

Advanced Driver Assistance  
Systems (ADAS) 

Autonomous Drive 
System (AD) 

Consequence: Functional safety for level 3 & 4 means the vehicle must 
always be able to reach safe state on its own when AD is activated. 
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Driving on highway - AD 

Defining an autonomous drive function 
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Automated Function 

Human driver 

Emer-
gency 
break 
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When do your AD functions cover all 
situations  that may arise? 



Problem: Completeness of items for AD 

 ISO 26262 HA&RA - item definition is input 

 Risk: Specification of function is too narrow 

 Proposal: Use HA&RA to help define scope  

 Iteratively refine HA&RA and function 

 HA&RA objective: the set of items for AD is 

complete within its known limitations 

 Hazardous events outside item(s) scope 

constitute limitations on AD use 

 Item definition and safety goals are outputs 

Item 
boundary 

Item 1 

Item 2 
Outside scope 

for vehicle 



Iterative HA&RA and function refinement process 



Preliminary feature description 

 Input to iterative HA&RA and function refinement 

 Describes end-user benefit and known limitations 

 We propose user story format (but other formats work as well) 

 Light-weight, easy to understand and communicate 

 Complete feature described as a theme (collection of user stories) 

Role Goal Benefit 



Situation analysis: 
Generic operational situation tree 

 Properties of a situation classified in a 
tree structure 

 Child nodes represent specializations of 
their parent 

 Ideally mutually exclusive and collectively 
exhaustive 

 Combine tree leaves to find relevant 
operational situations 

Situation: ”Automatic drive on highway 
or rural road with animal obstacle” 

Implicit: Valid in all physical environments, 
road layouts, and speeds. 



Hazard identification: 
Generic hazard tree 

 Potential hazards classified 

in tree structure 

 Create hazardous events by 

combining the operational 

situations with hazards. 

 Tactical level hazards new 

challenge for AD 

 
HE: Hazard ”Undetected object” 
in situation ”Automatic drive on 

highway or rural road with 
animal obstacle” 



Why the trees? 

 Escape the focusing effect 

 Forced to consider situations that might be less obvious when defining a function 

 Find potential gaps in analysis 

 Possible to keep track of which properties have been considered 

 Structured knowledge base that can be continuously improved 

 Classifying hazardous events (see next step) 

 Reduce risk for ambiguities in situation and hazard definitions 

 Know exactly what the analysis has taken into account 



Risk assessment 

 Performed as usual, but… 

 Updated every iteration for new HEs 

 Controllability always 3 for AD mode 

Severity 

Controllability 

Exposure 

Automotive safety 
integrity level 



Dimensioning hazardous events* 

 Goal: Manage long list of HEs 

 Classify and compare HEs 

 Trees used for relation classification 

 Remove HEs that will not make 

unique safety goal 

 Identify missing candidates 

* R. Johansson, “Efficient identification of safety goals in the automotive E/E domain”, ERTS2, 2016.  

 Rule D1: 
HE3 

dominates 
HE4 



Function refinement 

 Input 

 Preliminary feature description or function requirements from previous iteration 

 New provisional list of hazardous events 

 Actions 

 Go through HEs and refine function requirements (see next slide) 

 Output 

 Refined feature requirements 

 Updated HEs 

 Updated situation and hazard trees 



Function refinement – AEB example 

 Break down HEs too abstract or general to use for requirements and safety goals 

 Difficult to handle small and fast animals → AEB handles only heavy land animals 

 Identify HEs where restricting the scope of the function is necessary 

 AEB feasible only on highways → Tricycles very rare and becomes QM 

 Identify HEs that will increase the scope of the function and add new requirements  

 Expand scope to stationary objects 



Refinement as User Stories 

 Story format could be kept in agile organizations 

 Have to be updated as well 

 



Updated situation tree 

 Update situation tree with 
missing properties 

 Context-independent 
properties 

 Update generic tree - also 
for future projects 
(example: green) 

 Context-dependent 
properties 

 Extend project-specific tree 
(example: red) 



Checklist: When to stop iterating? 

 Sufficient situation and hazard coverage 

 Trees fully covered - rationale if not relevant 

 Clear which HEs are within or outside scope 

 Rules of dominance and non-dominance have been used to find potential gaps 

 Clarity for continued design process 

 HEs have right level of abstraction to create useful safety goal 

 Function defined in enough detail to support next steps in design process 



Item definition, safety goals  
and beyond 

 Final set of hazardous events used to create safety goals 

 Function requirements used to finalize item definition 

 But of course, the HA&RA and function refinement process is revisited 

 For changes that may affect HA&RA  done during e.g. FSC, TSC and implementation phases 

 For post product release updates that may affect the original HA&RA 

 



Conclusions 

 An identified risk for autonomous functions is that the specification of the nominal function 

is too narrow 

 We propose an iterative process where the HA&RA is used to help define the scope of the function 

 HA&RA needs to consider the goal of autonomous operation instead of focusing on a single function 

 We propose use of generic situation and hazard trees, and dominance/non-dominance rules as tools 

to manage a larger HA&RA scope 



Future Work 

 Continued work on improving the methods 

 Does it scale? 

 Automated detection of omissions in analysis 

 Management of product lines 

 Tool support 



Thank you for your attention! 


